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3GPP: Third Generation Partnership Project

5GAA: 5G Automotive Association

ACEA: European Automobile Manufacturers' Association
AECC: Automotive Edge Computing Consortium

AF': Application Function

AMF: Access and Mobility management Function
AUSF: Authentication Server Function

CN: Core Network

CR: Compliance Rules

CRL: Certificate Revocation List

C-V2X: Cellular V2X

DDoS: Distributed Denial of Services

DoS: Denial of Services

DRM: Digital Rights Management

DSRC: Dedicated Short Range Communications

ECU: Electronic Control Unit

ENISA: The European Union Agency for Cybersecurity
eSIM: embedded Subscriber Identification Module
ETSI: European Telecommunications Standards Institute
EVITA: E-safety vehicle intrusion protected applications
GSMA: GSM Association

GUTTI : Global Unique Temporary Identifier

HDCP: High-bandwidth Digital Content Protection
HDMI: High-Definition Multimedia Interface

HIS: The Hersteller Initiative Software

IMSI: International Mobile Subscriber Identity

IRN: Infrastructure/Roadside Network

ITS-S: ITS Station

ITS-SCU: ITS Station Communication Unit

ITS-SU: ITS Station Unit

IVN: In-Vehicle Network

LDP: Local Dynamic Map

MEC: Mobile Edge Computing/Multi-access Edge computing
NAS: Non-Access Stratum



NESAS: Network Equipment Security Assurance Scheme
NEF: Network Exposure Function

NF: Network Function

NRF: Network Repository Function

NS: Network Slice

NSSAI: Network Slice Selection Assistance Information
NSSF: Network Slice Selection Function

OBU: Onboard Unit

OTA: Over the Air

PKI: Public Key Infrastructure

PVS: Prove Vehicle Systems

QoS: Quality of Service

RAN: Radio Access Network

RR: Robustness Rules

RSU: Road Side Unit

SAE International: Society of Automotive Engineers
SBA: Service Based Architecture

SCAS : Security Assurance Specifications

SCN: Sensor and Control Network

SMF: Session Management Function

SUCI: Subscription Concealed Identifier

TCG: Trusted Computing Group

TEE: Trusted Execution Environment

TFCS: Task Force on Cyber Security

TLS: Transport Layer Security

UE: User Equipment

UNECE: United Nations Economic Commission for Europe
UPF: User Plane Function

URLLC: Ultra-Reliable and Low Latency Communications
V2D: Vehicle-to-nomadic Devices

V2I: Vehicle-to-Infrastructure

V2N: Vehicle-to-Network

V2P: Vehicle-to-Pedestrian

V2V: Vehicle-to-Vehicle

V2X: Vehicle-to-Everything
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Augmented reality

| Industry automation
Viica . Mission critical application
Smart Ciity Self Driving Car
Future IMT
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Type Communication) low latency communication)
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» 5G security study
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5G DIEM A ThH 5 [5G NR (New Radio) | OFEEAE(ARD [3GPP Release 15] T& ¥ | Release
15 Tk, a7 xy N — 7 REMRR SRR Y U — 7 T 2T RN TIZ G HHO L
DG L TR T 2 SA DAFEPRE ST 5, 5GNR @ 9 6, LTE & NR OflAG 8T
BT 2 — 205K BATO LTE & odERsy) 2 BET 5 NSA X, 2017 4F 12 A 1T
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4.3.NSA ODEx =V F 4

NSA X, LTE (4G) x> hU—27 =27 (EPC: Evolved Packet Core) ZF|/H LT 5G D& A
EHDDHIZODOT =T 7 F ¥ ThHV ., LLTOR 3.4 - T 18D | Wik & HHFE 0 0&H) 5G 1k
S, G R AT L@l KR EBRENARE L 725,
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eNB 5G NB

(LTE) (NR)

4G/5G Capable
NSA UE

4.4 ) AHE v RT7a— RO 5G

NSA X, LTE O EnE KA RO 72 DIEBEEMEM To LTE ¥ U 7 O[FRH#E 217 5 fhkk &
LT TS 33.401 ® Annex E TE® 51TV 5% Dual Connectivity 2 5G ([ZH55E L. LTE JEHi)5
EYAL BGHEMBEE I Z ) L LTRHMAREICT D Z L TRASN TS, EF=2UT 40
FIEIX LTE @ Dual Connectivity Z1ZIZWH L TH Y, NSAIZBWTIE, BX =207 1L
TLTE &L DORERENTRL, RELIETERLY | SA ~OBITICLY 5G X =2V 7+
IZLTE LV bifbsns Z &b, LLens, xRy NU—27 a7 s5GibLiz% b, LTE
ERz~22, 5GHEMFZE I #Y ELTHAT S, & L<IE, 5G EMima~ A%, LTE
EMREEh o 2) L LTCHRIHTHETSG & LTE OfHFERH LRESNTWA D, Ko2—
A —=AZBTLHEX 2V T A REHIBW T, 5G =V 7H~DBER LTE #fii~D X v v 7
L— R EOFREE A BET 2 MEN DD LEZXBND,,

4.4.5G phasel D&x =V 7 4«

4.41. FT7ANETLOEL

5GIZBWVTIE, a7 BESNDIHEN R T A FME T2 LA T EXICESNTEF2 T
A BREFIN TS, 20w, flZiE RAN I\ CITAHMFA Distributed Units (DU) &
Central Units (CONZ/ B S dv, PR L 2MEOIRWGETICELE S5 DU ICI3E 4 fREF S &
7. U-Plane D&F =2V 7 41X CU THRImSND, £/, 35Ty, FHEHEMTOR—
LT BNTIE, 7 — 2 v 7 EEPLMN) TORGER R 2 R — 2% >y U —27 (WPLMN)IZET %
POREALEE A0 5 AUSF (AUthentication Server Function) 723%FE9 % Z & T Home Control ™
ka5, Eiz, 3.6 2T, FHEFMD C-Plane DEFEEZRET H7-dlcn—I 7
Je(VPLMN) & R — A% v b7 —27 (WPLMN) & O AIZ351 T Security Edge Protection Proxy
(SEPP)DE AR LM T T 2,



' UDM/ARPF/
UE vPLMN SEAF : AUSF hPLMN SIDF
I
NI'M |
ST rone Nausf_UEﬁ‘«uthenﬁcaﬁon_ Nudm UEAuthent
Authenticate Request m_| thentication
(SUCI or SUPI, SNN) F . v

(SUCI or BUPI, SNN)

l (SUCI or SUPI, SNN)

De-conceal SUPI

Phase 1: Initiation of Authentication Select Auth Method

|
I
I
I- I
| T Generate AV
Phase 2: Authentication I
Nudm_UEAuthentication

I
Nausf_UEAuthentication_ | _Get Response
Auth-Req. Authenticat n
Partof AV [RAND, AUTN]  Method specific AV, [SUPI]

Part of AV [RAND,AUTN], ngKSI : Home netWOl'k{E.IJ
I
I

5. Calculate Auth.
o ‘ TSNS
6. Auth-Resp o 7. Naust_UEAuthenscaton_ (home control)
Response Authenticate Request " ,\
Resl‘;ons
I

8. Verify Response
| with Expected
I Response
I
I

9. Nausf_UEAuthentication_
Authenticate Response

T
1. <N1 message> [Success || Anchor Key']
[SYPI)

[Success]

4.5 5G OFBFFEFNE & Home Control

[ uom ][ nrE ][ NSSF |

[ nssF [r-.u | [ Nrr |
Nnssl N.n::i Norf T Npef ]\lluu Nnrl Nnsst
VSEPP —ihSLPP
N wsf \Iml Nnel
;\LSF

(R)AN |—N3—| UPF '—NE—| DN |

I
I
I
I
VPLMN : HPLMN
I
I
I
I
I

4.6 1=V ITROT —FT 7 F v

4.4.2. #FEE

LTE &[FERIZ, G IZB W TH USIM & a7 xy MU — 7 IR SN RIERE (K) 23k
X2 VT s 0ERERD, 5G TIE, EAA ARy NV =TI —ERZT 7 BRTHIDITT T
DT A AINFELT9 5 Primary Authentication &, 7T —# % v hU—2 (DN) »ERKT 2
BAEICiThb b DN & D Secondary Authentication @ 2 FE¥H D FRFEN H 5, UE (User
Equ1pment) E Xy hU—7 L O[O Primary Authentication 3 L7-%., —E 7 %> b
U—JBEEDOT > H—8 (Ksear) D Kob#EHsb, 7o h—g 5, CK(Cipher Key) &
IK (Integrity Key) 2VEH S5, K HihE 28O %X 3.7 (2R~ 7,



Network side UE side

ARPF £ USIM
y
CK, IK
ARPF ME
I I T T T T T
5G AKA ! I I | EAP-AKA’
J N T S S
B B |
| Kausr t t CK’, IK 1
AUSF I I I L1 I ME
| | | K ausr |
L 1 L___‘#__——|
SEAF KT“ ME
I(1-“(&1"“"
A C \ N
K.NAS.‘ nt KNAScnc
Kasiwr Kgvg, NH
KRRCim K-RRCcnc K-UP'ml KUFenc
N3IWF ME | gNB ME

4.7 $EDOFEE (Key hierarchy)

#EOME 21X K, CK, IK, K ausr. K sear, K amr. K Nasint, K Nasenc, K Nstwr, K gnB. K RRCint
K RRCencs K UPinte KuPene 235 F415 1,

- Kauvsrld, 5GAKA Zi# U T, CK BLOIK 22biiik & ARPF &4 TE S5,

- EAP %R — M 28R T 7 & 25 24T L723RREIZ 3GPP 7 L7 v v K M &
N5%4A . Kavsrid, EAP AKA 'fEERIZHE > CTME B3 X OVAUSF IC k- TEILE D,

- Kavsr22H, AUSF BELOYME 137 > % —## K spar 25 H L, K sgar (3 ME 3 XU SEAF
IZE > TKar 28T 272D EN D,

- K'awrld, UER, 25 AMF 26510 AMF (ZBE13 25 & %, LEi® Kavr 205 ME 5
FOAMF (Z Lo THEHTZENTELH#/TH D,

- Kasint & K Nasenc [ NAS &7V U F RO TZ0IZ, Kamr 725 ME 3 XY AMF (2 &
S>TEHEND,

- Kepld., Kamr2*b5 ME BEXOAMF (IC X > TEHEND, Kensld, BEIOEIZ, HH
F—Kenp * ZfiH LT, ME BLOB#EIC gNBICL > TEENL5ELH 5,

1 AUSF: Authentication Server Function, SEAF: Security Anchor Function, AMF: Access
Management Function, NAS: Non-Access Stratum, gNB: Next generation NodeB, RRC:
Radio Resource Control, UP: User Plane



- AS OFEAMER LOE MY —. 77005 UP (K upint 38 L U K UPene) 35 L T RRC (K RRCint
B LD K rreene) 1F. Kenp 70D ME BX W gNB IZ K-> TEH S5, UP Ot ii#
IZ. IoT (Internet of Things) H—E RAD7=DIZIIETH D, HMEHEE NH X, N> R4 —
ANHZ BT D forward secrecy ZHH{RT 57212, ME B X OAMF (2L > TEH IS,
4.4.3. TIA N UREDTRIE
4G FTOR Yy NT—ZIZBWTIIMAZE ID (IMSI) OFENAR+3THY, IMSI ¥+ v TF v
— &2 AW IMAZ OBENFEETH 572, 5G TIIMASE ID OfRG#EZRILT 5720, A—2L4
T MU —7 OABEEE AW IAFE ID O S E T 5,

5G (28T S MAZ ID 1% Subscription Permanent Identifier (SUPI) & #: L. Mobile Country
Code (MCC), Mobile Network Code (MNC), Mobile Subscriber Identification Number (MSIN)
MO I D, WARIT, BREREOHEERWT, TR —2axy MU —7 ORHEE AW
C MSIN #3453 % i 51k L 7= Subscription Concealed Identifier (SUCD) #HWTx v hU—71C
Pikid 5, SUCI IEA—L %y hU—2 @ ARPF |28\ T SUPI (2 & &4 T LA O FRGE TIA D
HHND,
4.4.4. Primary / Secondary Authentication

FATHBATEBY | BG T, T/ A%y hT— I — ERITT 7 AT S DIC TR TOF AL
ANFEITT 5 Primary Authentication &, SMf7—4 %> FU—2 (DN) 2BERT L5517
L% DN & @ Secondary Authentication @ 2 FiFHDFEFEN & 5, Primary Authentication |%
T ARy U=V IEGFTHY ., WirFi DI 3GPP 77t A%y MU —7 &40 LT-8ic
bR IND, FREE #EHIZIL 5G-AKA & L <X EAP-AKASHWH 15, Home Control 5
kDI, m—=I 7 %%y FU—7 TORGEMREZ R — L1y U — 7 M THRIET 2 FIE
FAEN TN D,

Secondary Authentication [I4MA7T— % % v U —27 (DN) 22K L 7255127 HFEFET,
EAP #F|H L i1 b, SMF 28 EAP @ Authenticator & U CIEA &V, A D ZREEY— X
(DN—AAA) ZFIH L ClnRA#RFET 5, AifE & LT, ¥iAl% Primary Authentication (2 £ ¥
AMF & Db% a7 4 207 % R b &L LTOBUERH S,
4.45. On-demand X =V 7 ¢
5G 13k 4 2y B H — EA TR SND 2D TAA AT Y r—va Vg LItk > TR S
TX VT B, HIRKER > QWA HEMESN D, 2Dk, U-Plane ORFSERK S
AR O G Wi SiREE 7 ENBIRFRETH U . gNB (EHR) 13 AMF #%H T SMF 225 AF L
72X UT 4R Y& gNB & UE W HD capability ([ZEESWTT7 v 3 Y XA %#EEL UE I
WY 5,

4.5. 3GPP Release 16 (5G phase 2) Ot = U 7 ¢ i & Release 17 [T AT 724k

Release 16 DL/t = U T (L LT, 2019 4F 3 AW TlX, EMIgEOFH, 256 v Mt
OFFA. SECAM,SCAS, % "NU—J AT 42X 2T 4, MiBERY—E XX T
4. URLLC E*%=2VU7 4, X"—=T 4 ANV ETLAN Y —E2DOEF=2Y T 4, SBAEF=UT 4
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EWT =T A FLE LTEF T,

Feature or Study ltem:
Feature or Study ltem:
Feature or Study Item:
Feature or Study ltem:
Feature or Study ltem:
Feature or Study ltem:
Feature or Study Item:
Feature or Study ltem:

Study on authentication enhancements in 5G5S

Study on the security of URLLC for 5G5S

Study on Security for 5GS Enhanced support of Vertical and LAN Services

Study on evolution of Cellular loT security for the 5G System

Study on Security of the enhancement to the 5GC location services

Study on the security of the Wireless and Wireline Convergence for the 5G system architecture
Mission Critical Services Security Enhancements

Study on Security aspects of Enhancement of Network Slicing

Building Block: Study on Securnity Aspects of PARLOS

Feature or Study ltem
Feature or Study ltem

Feature or Study ltem

: Security Assurance Specification for 5G
Feature or Study ltem:

Study on Security Aspects of the 5G Service Based Architecture

: Study on 5G security enhancement against false base stations
Feature or Study Item:

Study of KDF negotiation for 5G System Security

: Study on Long Term Key Update Process (LTKUP) Detailed solutions
Feature or Study ltem:
Feature or Study ltem:
Feature or Study ltem:
Feature or Study ltem:

Study on User Plane Integrity Protection

Study on authentication and key management for applications based on 3GPP credential in 5G
Study on SECAM and SCAS for 3GPP virtualized network products

Study on Security Impacts of Virualisation

4.8 5G phase 2 (Release 16) (Z[AiF7= SA3 DU —2 7 A4 7 2 (2019 4 3 H FE5)

5G D a7 % FU—27 TiL, Service Based Architecture (SBA) & MEEN 5 N ARID T —%7 7
F v NS, RESTful 72 API CHESIN/-aT7 Xy NUV—J7NOFEED TH—E | %
HTTP/2 TREOH T IE CHEOHIEINT TN D, SBADEBEAICKLY, A Z—Fy F T—KHIC
o2 7w haClREMNZ A 77V, IRV =TERFHINDZLIChd e, ENITH
VW, BRET AMESIVE DB A Z T H Z ENREINTEY, FHZ, v— I U VRO FEHRWEE
BT 5 X2 U T A Rt ThilTnd, £/, *y NV —IJ a0t Xx 2V 7 ¢ 10702t
BT v 7T 50O EHSIT 0O AL LT, 3GPP & GSMA 2T 5
Network Equipment Security Assurance Scheme (NESAS) DOfEr 23D 5 CE Y, 3GPP T
1Z. NESAS TH\ % Security Assurance Specification (SCAS) DR E A Y LT\ 5,

.................

A SCASes for
. 2 = ) Network
specty ,., & Products:
R e ...,',‘ « Security
I 3cpp . - S requirements
WG ; ME * Testcases

Network Functions

NESAS governance: NESAS scope:
* Grant accreditation « Vendor processes

decisions ] = accreditation
 Maintain govemns | secag | defines - == - Test laboratory
accreditations WG accreditation
¢ Run dispute NESAS « Dispute resolution
resolution —
NESAS governance NESAS specifications

4.9 Network Equipment Security Assurance Scheme Overview — GSMA

11



2020 4 3 A BIfE, Release 16 (2T 72MFHIIZIFEE T LTEY, 2020 4 1 HH 513 Release 17
N 7Rt b B ST D, SA3 @ Release 17 B DU —27 7 A 7 AILLTFD 3 TH S

LStk o 7 v—T"725 Release 17 IZMNT T2 BHERE DR BN TONDL &, R bHICxLTE
X U T ABLED DR T 27— T AT a3EMEN T b EEZ LD,

Feature or Study [tem: Integration of GBA into 5GC
Feature or Study [tem: Assurance Specification for IMS
Feature or Study ltem: Lawful Interception Rel-17

%] 4.10 Release 17 IZ[A]177- SA3 DU —27 7 A 5 2 (2020 4FE 3 H R )

4.6. fhHRICBIT 2 5G X 2V 7 ¢ Bt

3GPP DA DEREALHRSCERGFRICEIT D 5G EX 2 VT 4 BEOT 77 4 7 41220V Cfif
BT %,
e ITU-T
> X2 U T 4 BEORTIEZITo TV Study Group 17 (28T 5G [ZREEH T MG D
TN Tnd, 8 (Questions) TRV OHBIILL TO LS ITHESNTEY
KONOHET 5G X = U7 1 I 2 BIEER A M OFEELfE L Y if‘/’%ﬁ? U
B HEDTND,,
< Q2/17 (Security architecture and framework)
® SDN/NFV/network slicing security for 5G
< Q6/17 (Security aspects of telecommunication services, networks and Internet of
Things)
® Mobile and infrastructure aspects for 5G security
< Q7/17 (Secure application services)
® Application/service aspects for 5G security
< Q8/17 (Cloud computing security)
® (loud computing and big data infrastructure for 5G security
< Q11/17 (Generic technologies to support secure applications)
® Cryptographic profiles for 5G security
< Q13/17 (Security aspects for ITS)
® ITS security for 5G
® GSMA
> BEMSEOEXF2 VT A4RIE7 L —2 U —27 L LT NESAS (Network Equipment
Security Scheme) #%HEEEL T 5, NESAS (X 3GPP @ TS33 vV —XTHEIIND
BRtRE (SCAS : Security Assurance Specifications) (25 < 2Rk, 26 3 HhEs
BRIV SND, 5G Xy FU—27DtF 2 T o4 fHERIZAIT T, GSMA (X

12



NESAS #FM =y FU—27 X2 U7 ¢ [FENISAICRET THDH, Ziud, KX
INEZEEZD 5G YA N—tFx =2 U7 1% TEU Toolbox| 52T H2HDTHY, BUE
BINASENL 5G Ry FT—27 D F 2 U T A X ROEEEZEDTNWDH L ZAHTHD,
> 2018 4 11 HIZ 5G Security Task Force (5GSTF) M3 H EiF b, FEHECEHOHL A
MOIERED X ¥ » T H WD 5720 DiFam BT T\ 5, 5G X = U 7 ¢ ([ZBE S 57K
EHDOLFELE LTUILLTE AT SN TV D,
< IR.77 - Inter-operator IP Backbone Security Req. for Service and Inter-operator
IP Backbone Providers (£ > /N\—#FEABH)
< NG.113 - 5G Roaming Guidelines
< NG.116 - Generic Network Slice Template
F72. 5GSTF N TE L O HNT 5G X2 VT 4 IZBET 2 EERIO—% Securing
the 5G Era L L 72 AF3CE & LT GSMA © Web ETABI L TW5
® NGMN
» bGEF=UT AT D LR — a3 AT
{  5G Security Recommendations Package #1: Access Network / DoS
< 5G Security Recommendations Package #2: Network Slicing
< 5G Security — Package 3: Mobile Edge Computing / Low Latency / Consistent User
Experience
> 2017 4 5 A1Z Security Competence Team (SCT) % ##k
< 5G E2E Architecture Framework — Security requirements
Cellular V2X — Security and privacy aspects
Network Capabilities Exposure — Security aspects and requirements

5G RAN Functional Decomposition — Security of new interfaces

R

Pre-commercial 5G Network Trials & Testing — Security Tests

4.7.5G X =V 7 ¢ fZEAREENA E & D

5G IZ. IMSI (SUPI) £&i#. U-Plane Otk X Afk%1, Home Control ®i#{l, SEPP ®i#E A, DU-
CU NSO x 722X 2 V7 o 3{kic L W, LTE LV b8 ry NU—271272 5 X ) =L
DD b TS, —H T, SBA, {fdk, Ry NU—7 AT A 72 L 5G THAEND
Bl BRT 5 X2 U T A EBIC OV TOBRSIIHFEE L, 2o\ TIE, 3GPP 72
F 72 <. GSMA EOERFKRIZKIT 5, FESCHEAET A COFEMIC OV THEHR L T L
N5, F72. 2020 4F 3 HIZ7 U —XFED Release 16 DILAEMRFI O TlX, N—F 4 HL
/LAN X V2X BI#HOE X 2 U 7 4 (BT 280 LA — FOER BT T 0 (*), 5G ¥ =
U7 4 HERPEESORBRIGR Lo TN D 2— A — A LT 2 EIC OV TIE, 5l &
& 3GPP SA3 a7 A 1 — LN LK %D SWG TORFZITHINERNH D EEZHND,

(*) https://www.3gpp.org/DynaReport/TSG-WG--S3.htm

13



5. 5G &¥ =V T ¢ OfH
5G X =2 U T 4 &5 3 DD — &/ — Z(IoT, Connected Vehicle ,Fintech) & #iitxf 4 &
L7oiREE, Bghifek N — R 7 — 2O RGTHFA OGS R E £ L T,

5.1. 21— A7 —Z IoT ¥ =2V F 4

5GMF |Z351F 2 & T 51072 - TiE, 2018 42 10 HICRI L= cENic K-S x| EN
AOEFEFIENRFEITL TN D IoT X 2 U 7 ¢ Bl SCEOFTHNAZRBAE L, CER TRik s
TWHHEEE OHNG 5G X a7 4 WEOTZDICEBNCEZ ) il 2oz, Bk
D 5G TIHELIZHBRIZTE RN B DD, 5G HAKE b B ORI T LTHEIRTE 27/
REMED b HEZ RN 5 2 L & LT,

5.1.1. Hi&

(1) =¥ FRA > MEP) = RARA » MIEFRI TRy MY —7 %250 L TRFGREE & 17
7)) MR RSO ETHY, BIELTET A by T —F PC, A~— K73,
2T Ly b, =R U—=T AT — 9 ER’DHD,

(2 v7 [AHOHF] #BWRTLETHY, 72747 2 b-P—" e EF7 00X 9 22 IExFrBEfR
TIERLSTRTOZ Y FRA » FRREFERBRICHDL Ry N —7 -« T VICEBIT DK
L=

5.1.2. IoT &%= U7 ¢ BIHSCEMR

FP. AL IOT ¥% 2 U7 ¢ B SCEICET 2 A ik 2,
5121 10T X2V 74 A4 R7 A4 (2]

RIEA BB NOT #t = Y — 7 AIOTAOIZ L5 T 2016 -7 HICHITIN=LETH D |
IoT #5HFOMEE L ToT TOEF =2 U7 4 IR OMLENEZFEE 2T, [oT a2 T A, —t
AWZONWT, BFXF 2T 4 - N « THA U EHEARFAIE LoD, X2 U T 4 EREOBAN
B3R HILD RN BHRZ LT 572D H A KT A 2,

Jigt 1R 1 OERER | OREEE - Bt [ GEA - RSFO 5 S DFREHE —BFIHE L — L D DR E
naTns,
5.1.2.2 #4272 10T Y AT LD DEx 2 U T 125 —ixpgrkil3]

WA N—tF 2T B X —I2k->T 2016 4 8 AlcRiran=xE, IoT tx=UT
4 DEZFEETO 10T A7 MDD —MERFIE LAl 4 D5y B D RePE 2 B £ 2 72 73 B [
HOBERFIED 2 Bl U, —RERFHEIZOWTHIZICOWT O X 2 U T ¢ B0 HARR)E
Frxa VT4 A - THAZHENTHLNZLEZH D,
5.1.2.3 IoT £ = U 7 ¢ faGxf# 4]

BHBEIZL 2T 2017 4F 10 AICHITINILETH Y | [BI TR SIS = | MasstExt
W, WPZERATE. RBITOXRIEHE, A ER. EEESED 5 HE I OWTEO BARRHR 275 L
=H D,

5124 VA NR— T4 VI X2 )T 45K 7 L—2T—27(P)[5]
FRFPEFEBIZ L 5T 2018 4F 4 HIZBITSNIZXLETHY, ToT X Al IZL > TERIIND
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[Society5.0], [Connected Industries| (ZME 72t = U T ¢ OMELRIZHNIT T, FEEITRD LN
LRMOERBEEHRLIZ LD,

CPS (T4 B 72 6 SR /e R A oK SRR EAT A FEFT %617 @ NIST Cybersecurity
Frameworks & xtifHiT72JE CER L T\ 2,
5.1.2.5 IoT BAZIZEIT D EF 2 U T 1 &Gt O F5| = [6]

T WAL EHEERERE (IPA)AY 2016 4 5 HIZHEAT L 2018 4F 4 A ICUGET A T7e b= 30E, ToT B
FEDETF 2 VT 4 RFHIBWTIT O BRI - XERBET - Haggte~oxhs k2 R+ 5, ToT
VAT LAOEF 2 YT 4 REEES T OHBE ST IR Lo TV D,
5.1.2.6 IoT ¥ = U 7 ¢ FHMRFES A FZ A (7]

HEAGHEIEE Y X 2 U 7 1 ik (CCDSIC Lo T 2017 4F 6 AICRITEI N 0E, A~ —
FAR—=LT AT BIKT 5EF 2 V7 4 fHliRREZ Tl IoT % =2 U7 4 A KT A DR,
RRFEE BB 1T 2 BRI 7 r 22" L TE Y, ToT #aEe a2 RICEKNtx2 )T
4 OFHBMEE T 1 2ANTREN TS,
512.7I0T ¥ =V T 4 WA N IBEE/TA KT N T v 27]8]

AAR Y NU—27 %217 4 HERUNSAIC K- T 2018 4 5 HIZR TSN (FE, ENID
B IAAABA LT % ToT 3 = U 7 o« f58H MR /B EOXEICH L TR 21T o726
D
5128 IoT t¥=2V7 4 F=v 27— 9]

THENTT ZEATHEO, FAME Lo 7 s mOBFNERZ, IoTEX=2VUT «
HA RIFA L HBEBLTF =y 7 — e LTEALIESH D,
5.1.2.9 Draft NISTIR 8200[10]

K[ E N AT HEH AR 2T (NISTIC & o C 2018 4F 2 HICHAT & a7 3CE, ToT A1) EER 9+
N—tF =2 U7 ¢ OFFEEIRIUTEE T 2 KBUFHEBMI M EE TH Y . BEFE/HlE o oS HEEEAESL
FHL IoT IR EDOREITHESS X ¥ v 72T 5 ENANTH D,

11 O AN—FF 2T 4 a7HEBICOWTHA L, BET DEEDF 27T L & biZ, ToT
D—fRI72T 7V r—a & 10T © 5 DOT7 7V r—3 3y OEAZNDZEITONT, ToT
PANRN—EX2V T4 DAM, VA7 KOBEBEZZHTLTHD
5.1.2.10 Baseline Security Recommendations for IoT in the context of Critical Information

Infrastructures[11]

BRI K > T —7 fEHREF 2 ) 7 1 HEBI(ENISA) 12X > T 2017 4 11 AICAR S 30E,
KN CTEH NS IoT MiTEXF 2V T 4 X=X F7 4 VREZX AR LIEXETHY, "THXA L)/
BR& ) 27 3T R & RERR X ¥ v 7ot/ m K EHERE R 2 4R LT\ D,
5.1.2.11 Security Guidance for Early Adopters of the Internet of Things[12]

JIURarCa—7 470X VT 4 2 EHT 50O BIEHELE O 720 O[E R
HEh & BB 2 IEEFREANTH D Cloud Security Alliance (CSA)IZ &> T 2016 4 2 HIZABH &
N2 30E, IoT BEWERAE T ICER SNt X2V T 4 - HAZX U ATH Y, B - $85%
~D IoT &, ¥ 2772 oT Bl ~DF ¥ Loy RSN D X =2 U 7 1§l ki 5
FHEZIERL TV D,
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5.1.2.12 OWASP IoT Top 10[13]

VT TV r—vary kX2 T A ICHETOBEORMCERELANE LI T4
Ve ala=k—3a3 > CThb The Open Web Application Security Project (OWASP)(Z L. > T
2014 AR S AL, 2018 42 12 HICIXSGTIRA A S =303, ToT 73 A THET X 10
EOHEFIHER TR SN TE Y . 2014 FRTIINEDZ K M 10T EA TiE7e< Web 77U r—
3 E—HLTebDThHo72A, 2018 FRTIFMEARES AE SN TEY . LV IoT EA DOFL
IR LFE & 7o TN D,
5.1.2.13 Technical Specification TS-0003 Security Solutions[14]

M2M HifiE L O ToT H#IFIcxt3 28k, 7—% 77 F vy EOREEIT72 > TV D EFEAORRR
T 5 OneM2M (2 K- T 2018 /£ 4 AIZRITS M2M 7 o — S EHEIC BT 58X 2 U 7
4 VU a—a CEI R, OneM2M (B 758X 2 U7 4 7 —%7 7 F ¥, 383k, @A, ID
BHOEX 2T A7 —AT—7 | TITANAREFEOAENERINLTND
5.1.2.14 IoT Security Guidelines[15]

5% 200 # [ELLE TR I TV 2 BEKEEFEE B LOBEERENS R 2 MK TH D
GSM 7 Vv x—3 3 K- T 2017 4 10 HIZRITI = XE, FFER ST 5 0T EX =
V74 HARTATHY, i, —ERX, =ZU RS b, XY NI =7 D 4ENPLR-ST
W5, IoT A7 LR, ID, 774 N —LtXa VT 0 OFFEICKH L, TSNS LFR
N — 2 RPN FHG T HEN RS STV D,

5.1.3. iREOHIMN

5.1.1 fiTHIZE L7z HAREPN/ES O KRR D RITS N ToT B2V 7 ¢ B CE I,
ENENOLEOER B Z KM L CRER L-UIZHIEN R B D, 72 & IR [BlIFxZ 472 ToT &~
AT DR BTN E RERFIEL LTOEF 2 U T 0 BEEAEE LIS NTT 5 &0V 5 KT
FHTONIG NS OFEIR E1T72 > TV D DOIZHR LT, [14]1TlE OneM2M &\ 9 ToT OAERRE SR D
—DTh D M2M v A7 Latgfltd 27200 B2 v 27 5524 ThHh % OneM2M IZH1T 5t
XalT gV Va—TaraERLEEBIREJKGFET D5k EoTN D,

5GMF t % = U T 4 B3t 7 Rk v 7 Tk 5G & OMEENSLE e ToT &2l & L CHRaTE 2 7
L eV FEHBA6I TRENTWD, L > T5.1.1 Siit#io LEOHF TIE IoT v AT LD EF
2 V7 I L TENS ARy U7 H W fRRERED L) A X AT S L
GSM 7 Y v —3 a3 347D 10T Security Guidelines [15]23& & BAMENEWEEZ B D,
ZOT, FHEICBE L TIN5l 2 N— 2 L LTHRFEZITR S Z& & L, i EHOFBEIT OV T
IR TR LT L B0 [15] OFERE~EI 0 117 & i L 7=,

5.1.3.1 GSMA IoT Security Guidelines Fr# D

GSMA IoT Security Guidelines DHEZLf T & % GSMA IoT Security Guide CLP11-v2.0 Tl
T X2V 74T 2F ¥y Lo PR DHEAY

® M

® akhl - 5EE
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o TIANRY
® tXx=UT.g
O 4 FEEOBEN G E LDTND,
5.1.3.2 A HME
AT F v LY LTI IR IR E NS,

1.

fnfariz LT Low Power Wide Area (LPWA) v U —72 (7= & 2 X NB-1oT 72\ L LTE-
M) ZEHEIRE LT =3 AT L ERE—DLLDEF2 )T ¢ THEHAT D Z ENAHE
IRBDI?

IoT =2 RARA v bR Ry NI —I5EREE N> TBEIT HE8IC, Az L CTEEDOE
NANF R —=Z—=RBRE—LVDXy N =27 tF 2T 4 Z#IETE 5002
ATIC LT — Rz Af « =2 RARA V MTHBEEZEIT 2%y 7Y - = RARA b
IR L TRy Y=V DEHE T+ V= R T2 LRARELRDDN?

MM L CTeFx 2 7 RBERREEHVLIZENTEX D L) ICRET Y R A FOEIIH]
R % [F130EC & 2 D)y 2

5133%%'%&

Al .
1.

PRECHT AT v LoV E L TUILLERFIEEIND
T RARA v NeBETARIAEEZ = RARA U NOT AT T 47 41Tk L THIZE
T D 2 EIEATRER D) 2
AT L CH—E R LTI RS DT AT T 4T 4 2RFET 52 LTy
Rea—BFDT7 AT T 474 bRIAETDHZENTED L ITRDDMN?
LT RARA  bOEF 2 ) T A HERIIET B IO —E A2 ZRITHRAET D 2
EWMTELHDON?
BELLIVT—EABLOETIZEHAOY —ERAB IO TICRY T T Z LILFARER D
Dy P
WNMZLTCT AN, ADT AT T 4T 4% Z R ) 78 LATBRENGIR#ET D Z L
TELDMN?
WZ L C=y KBRSV FBEOR Yy F T =27 1F [oT h—E AP U5ET 2 RARA > BTk
LTCT 7 BRTLZENFATENTND EIRFETE LD ?

5134 7T AN\
TIANATHKTL2F v LD L LTI DRSS D

1.
2.

T RBRAY "DTAT T 4T A IFG8A ST WA ICHIE SN D D)2
a=— R RRA v R0 L ToT —E 20k F2FH+TH Ty R e 22—
HLIE=Y RARA Y EYEICE=X Y TRV N T X T TEDHDM0?

T RARA FH LT 0T —ERANL I EN DT —Z 1%, Wl R 22—
DJEME (BriE, 178, 2L, BERF/EEE RO X9 70K E8) &2 7R 2p U EEINIC R T 5
e

G SUCAFAET B8 — U N T E A OIE EH 2Bt L se et 2 2 - Sk 7 X
DHWHNTND?
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B L <XV — R IIFHERA O AR TREfEH (PID 2 LD X S5 ITRiFELZ D I
o7z LTWBHEMN?

TR e =PI ToT h—E R0 LELICK T 5 P ORI L OFIHICEE L CHilfEkE
ERFFL VDN ?

— X EEXaTICTLHEOICHENDEFXF 2V T 4 #B X2 T 0 - T T
AAXFFHLLTHZENTELD?

51.35 X2 U T ¢
X2 T AT THF Y LV LTI TRV ESR A,

1.

10.

11.
12.
13.
14.
15.

5.1.4.

XU T A REERITIY e =7 FEBEED SRS SO — B R ICx L CTHAA
TWD 0?2

X2 VT4 FATHIAINNY 7 T 2T BIORGARE T A 7 A 7 VI AR E
NTWDH?

P —EREMPIAR T AT LTIHET D7 SV r—va LTy r—vay -k
X2 U7 BEAINTND0?

T RARAY FBEOY—E R« Za v AT AfGHa  Ea—T 47 - X—2 (TCB)
MNIEINLTNDEN?

WNZLTCTCB X7 7V r—ya v A=V B0 — tz@%ﬂ@ﬁ%ﬁﬁ?éﬁO
T RARA Y ML IoT r—E R IR LIET 7V r—v a VZRERHD Z L%
BHTE B0 2

MMz LTy RARA » P TEED DIRBENMTRDILTWD Z & 2T R OB NTT X
ADPy?

EOXICERAEE T AT T AT A DR N LY —E2DEX2 Y T 1« kR
O 5 TWn5H 002

fElbZ R T BRE DR ESNTZBEDTEDICED L 74 T v MR EERERE SN
TN ?

fESR L DRIE DRI CIAD 6N T2 DI —EAB L OERIZEDO L 12k A
Y MeEEShiTnao e

ED LR BE DO —EAB L OEROHHNER SN D ?

WBIIHATE D02

fEBR b LTy AT b e VR —F3 2 MIERTE 500 ?

AN L CEE T EX 2 U 7 s B ST A TE o0 ?

T RARA Y MIMEIHEZRET A7 DICEF W LEET A ENTEX L1

5GIZBITAHHEX 2 T 1 HiEE &

4G-LTE VIR & T 5 & 5G I3 OF X2 U 7 AN EAINLTWD, BIETEE

A

WARLENTWDN, BREMHE 2B 2720, AEITIZ7TNCEI L T 5G TEAINT-HH &

T2 U T A HREEHEE LD TND,
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5.1.4.1 774 ~ U RGE

4G-LTE VLRI TIZ UE & ENA b3y U —7 L OO AFEGELE 12 AKA (Authentication
And Key Agreement) & FHII 2 H—OMEIZ L > TORITRDILTWEA, 5G TIXIhid b
AH <A XAFEL LTHE Y, AT AKA ZILik L7z 5G-AKA 12/ %2 T EAP (Extensible
Authentication Protocol) O TEIET 2 EAP-ARADFHFREL 72> TS, ZHIT XL W HE
Kt WiFi Z0FE 3GPP 7 7 £ A & HWBGEIZ 3GPP 7 7 2 A L3R B BINL TOFRGEA I =
ALH Y R— T EHLERHST=0N, 5G TiX 3GPP 7 7 & AF|HEF & 3E 3GPP 7 7 & AH|H
& TR CREREA W =X LE HWD Z ENABEIC /> TV 5D,

SIHILTTARX—h « Xy NT =7 FHEDRR e r— A TliL EAP-AKA LS D EAP A Y v K%
FAWTZRBREA I =X L% 0D Z & bafie s Sz,
5142 7 V7T vy /b« ARL—Y

AKA THOOLNLEHR K O L9 @V EHYEZ R > 727 LT Uy v VAR EBITKRNT DT
OIZHERIL UICC BHWVWS N T WA, 5G TIX UICC LA DOtEF a7 7o/ — R =7 « AR
=V T Ty T A= LI VT VX VRN D LN AT Y a b iRIkATRE L o T
5.1.4.3 B & VR

TH O FVBIELENA L - Xy NI —ZICRGESNTZ UE ICK L TEAA L« Xy T —2

SMIAFET DT —H « Xy MU — 2 1Zx T 28GE A1t 2 CTh 5, BV ¥ VERGETITE
NA « Ry 8T —7 NOKREN UE 2%} % Authenticator 7> TTF—% « Xy U —7|C
EAP-AKA L 35D EAP A Y v NICKAF8GE7 v —%2 31795 2 L CERELENS,
5.1.4.4 AL —FEXa )T 4

PERD A~ —Z HB(E % FHLT D72 OICHW B LTV SST 720 L Diameter (ZJE55 235
RENTZZEE2ZIT T, 5G TIEARNL—ZMBEEZRZRIZIATIRE L T 272D SEPP (Secure
Edge Protection Proxy) & FRIZIL 25 HIHRERE S EA ST,
5.1.45 77 AN\

4G-LTE LRI TIZEANA N » Xy b U — 7 8RF %2 —EITREATREZ: IMSI 2 XD £ £ Tl
BLARTNER D RVER B FIE L2, P T vF U TEDT T AN T o ELZT D
AREME A PR CTE TV AR o 72D 7EA, 5G Tl 4G-LTE LArijo> IMSI (ZfH¥ 9 % SUPI
(SUbscription Permanent ID)% % v b U —7 « AL —X OABEIZ L > TT X AL LT
#EHTH % SUCI (SUbscription Concealed ID)Z W% Z & C, 7T A N ~EET D 2 & 3A]
(RSN
5.1.4.6 H—E 2+ X=X + 7—F 527 F v (SBA)

5G Tlxa 7 - Xy NU—27 THOWOLNOIEHEY — b RIZESWET =X 7 7 F ¥ 28HTHZ
ET, I Xa T 2 EATEL LTV D,
5.1.4.7 Central Unit (CU) - Distributed Unit (DU)

5G TIIZATRVMIEIZEAMB ZAH T 52— A7 —ZAbMEISN TV D72, HEHiF4E CU
EDUDZSDZT 47 & LTHEIAL, HEEROMEILCU £ TTHEOLI LT, TDOX
DIpA— AT = ASDOMIGEARE LT LDO TN D,
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5.1.4.8 P

ATE & FEROEIR T, 5G 12T 28 IR L ITRR DL > T D,
5149 LU T ¢

5G IZBWTHEE Y 7 ¢ HIKIL 4G-LTE L[FERZRDENR, a7 « Xy NI =7 OT I —in
BETIHRWIGITICEPND RN S D 2 b, 5G TRET v 1 — R4 v MEOEX 27 72
EFEVT 4T REYa = T INORERELDHI L ERSTND,
5.1.4.10 xv hT—7 « AT A A

5G TITEANA L« Xy T =21k 2 R EM DL LB LT 572010, Xy T —
7 &EIL, HEIE Tl x OEGy (AT A4R) ZEEICH L THEARARETHZ LT, FA—F
NAN « Ry MU =T AHET DHMDOEZTHES 5 2 L2 LISt ¥ 2 U 7 1 BREE & 12t
THIENAREE o TN D,

5.1.5.  5G tF¥ = U T ¢ HEREIC X DB~ DX AT ReME

KEITIE 5.1.3 ®iTHRA L 5G Hilltx= VT o2 W5 Z LT 5.1.2.1 fictik~7-
GSMA Security Guidelines 23 #&/r L723RBEIZ%E L CHIS O AIREME & HHE Z T L T\ <,
5121 HiCHR LAY | oo 3FEH b S EIZ OV T GSMA Security Guidelines
FREEICEN O A1 & S L7272, BIESCEN D SN SV TR S h TV b LB %

éo

AFTHREMED Y LB A ONTEEZTLIZ, 5% G F v FU—27IZ8B1F % IoT tF% = U7
4 DRRFTZED THE 72Uy,
5.1.5.1 A Itk

1. a2 LT Low Power Wide Area (LPWA) X v kU —7 (7= & z1% NB-IoT 72\ L
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# 5.2.17 Connected Vehicle (ZBIF D5V —EATIREINDT — X &

System V2Cloud cruise assist High-resolution map Intelligent driving

Requirements * generation & distribution

&till Image
Major Data Source Video Stream ECU data
(road surface image)
Data Generation in
~ 1215EB/month! ~ 375EB/month? ~ 22.5EB/month?*
vehicle

Target Data ~ 10EB/month in total
Traffic Rate (cost constraint might limit this number)

E < 10 seconds <1 week <1 week
Response
Time g
=1 <10 seconds <1 week <10 minutes
5

: Continuous Occasional Occasional
Required

Availability
Continueus Qccasional Continuous

* = The numbers in Table 1 are total values for 100 million connected cars.
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& 7 TUEA, i Lo, ] DosKE = TILITPRL,
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T 7 OBREAE M L7z,
WAL, B bE B SN D,
DRM Z¥%—L0D A4V R | F—X
WLDOT, K52.37T I3EEDIERT,

73



Valid license?
Satisfy “rule”
in the license?

Playback content

5.2.36 7L ANy DT Ha—

Google @ Widevine DRM. Microsoft @ PlayReady. Apple ® FairPlay, Marlin Trusted
Management Org ® Marlin 7¢ E#%5® DRM B DA ET 5, a0 Ty T ang =7 7

s e = S AN %%txc10®meTﬁ/n/%%ﬁ%?6 Thbb, 7I9A4T
K AT A (FL—F—) N —E R TEERHTH720 me%%ﬁ%b?éﬁﬁﬁﬁé Car
OEM »E#H D a LT oV —EADOYR— N2 7 ?‘é . Car OEM 12\ < -97>® DRM

T FAETONEND D,

B, DRM 77 /ay—iX, DRM 74 > % —¢ 74 2B LRk s, 4
U AEKTIE, TP —i%, DRM CTR#EShiz=2r 7Y (DRM A Shiz=2 o7 v
V) HBIFAETH7-0IC, RREBLOCRICEI L) T BV U —ICERT LT —ARH 5,

RR (Robustness Rules)
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DI T X TTIT AT 4 ZBIET 57203~ Ry =T £ V7 vo =7 # i3 5 ik
s LCna, flxid La 726)‘74’7/\1%1%)%?6 LlZE, R EBEOT a— kX

NIZET AT —FE L, ©T AT —F 2T 212 DDT Ny =2k bT7 78R &1L
Do

CR (Compliance Rules)

CRIZav7TIAT U AN—NLDIETHS, CRIX, 7—F#»DRM RS2 7Y 7L
~%~W%%:&~%ﬁ@@@?ﬂ4z:%ﬁéM5 BOT—F DWW FIEEZTH L TN D
HDCP (X, HDMI B L OWiFi 7 4 A7 LA Qa7 o R#ERET E LTaH TN D (ZF&
ik TV 7R LI Z 8 bH %), CR Tk, DRMREENT-a TV 7T L—F
—IZX LT, VoI RET 7 ) a P —ORENMLEIL R D581 5 5,

Production
DRM 74 ¥ —iF, XVidEZ DRM AXx—LA%2EHT 572012, T8 T DRM (R#E S
TSR T A AEA OHEFARET DL I TA B V—IEKET L En’H D, THTO
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TR T n—4 RR TER SN D,

Service

AT UYIRNE—[T 7Y =% =73 OEM IZ, RR/CR B X O\FANE % B -+ Hikx
T X VKT A ANH S, ZhiE. CR/RR Zii-34 721 Tl +4372 OEM TlAanwZ &
EERT S,

A= T+ DEIBREANANT A 204G, DRMICEVEREING AT Y DFT T
AVHARDOA N = v T Xy v v af CFOERITEEICHFICR> TETND, ERY—
EARESTEAY hET AN =07 SRTW5HThb, 1A EDDRM AF—
DTIFRBREA T — 203 503, 2 —PRIEEE TV e e, =—3 (X DRM #rEZ A L
TH—vRIZB T AL, T, A2 —ERIHDT HLERH D,

For Car
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OEM X, 2> T VY ARAX— T 7V =2 —MADT 7 ) a P —I oW TRET DR
L5,
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Do
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® Network Slicing
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Xy hNT—=7 AT 427280, 5G 0@ ¢, RAN BLOINC IZBWT, MEO R
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X2 U7 ¢ B EBE LA T 2 R D D,
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BIEI D@ A L—T" ORI IE 2 B 572 9121%. MEC (Mobile Edge Computing/Multi-
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Network
Slicing

5.2.3.2. N7 A MNET IV
Connected Vehicle —E A DEBUZIBWTIX, ka2 L—Y B35 2 EREIN
D, ZITIE, AIFICEIRLIZ4 DD —A 7 —RZBWT, $—EALNLNEDOHRFTEN
FNOT L—FH0, £ I TR Dk A 27 — 2 BT 2 EEEARICOWTERT 5,
Connected Vehicle h—tE X BN\ T, FIHE, 7~ Xy bhU—2 770 RRTL—
Y &iaDh, WP29 OV A N—tF =2 U7 4 PROBLEN DX, WBET ¥ RIVTHT 2 BB L2 EE
L7exRE LT, ZENENO7 L—FVRCTOEEBEMROMSIL, EX 27 2R (273
V) EWMESIT D, [EEBRAMET 208 & LT, Bt O F(Peer Entity) X Y, ZD7 L
— Y TRZENLGT—Z LD (X5.2.39 M),

e
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- FHEBFIZ L DRy N U— 73R
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ENI SA Basel i ne Security Recommendati ons for IoT
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# Annex 15

OWASP IoT Top 10 Project for 2018

OMNASP 1 oT Top 10 Project for 2018
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# Annex 16 OneM2M TS-0003-V3.8.0 Security Solutions

OheM2M TS-0003-V3. 8.0 Security Sol utions
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